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Key Findings 1. Domino effect
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Key Findings 2. Inevitable daily life
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Key Findings 3. Internet Banking in Korea
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Investigation
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Investigation

ﬂternet

Firewall
(jn;@ Finding %
Compromised
C&C Systems
2
' |5

Things to Find Ou \

Network Separation

5
5

5

Internh
Network

E==xT) =T
() (—=]
== 00} [ =00}
C&C C&C
@% Malware

1. Initial Access Techniques
2. Malware Propagation Techniques

3. Methods of Intrusion into Internal Network

?



Analysis

0-day 0-day

Company A Company B

1. Initial Access Techniques
2. Malware Propagation Techniques



Analysis

1. Initial Access Techiques
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Analysis

1. Initial Access Techiques
TCP Socket
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Analysis

2. Malware Propagation Techniques
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Analysis

3. Methods of Intrusion into Internal Network
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Malicious Code Analysis



Malicious Code RAnalysis

4 Cases of Malware

ScskAppLink.dll - Downloader, Initial Access
Irmons.dll - Registry Data Decryption and Memory Injection
*proc.sys - Registry Data Decryption and Memory Injection

mi.dll - Encrypted File Decryption and Memory Injection



Malicious Code RAnalysis

CASE A

PATH : C:\Users\Public\Libraries\\
Command : rundll32.exe [PATH]\ScskAppLink.dll ,

Parameter required for malicious code operation

[—)
[—)
Compromised Host m

Download Binary

A
Memory injection

ScskAppLink.dll
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Binary



Malicious Code RAnalysis

CASE B

PATH : C:\[random path]\
: SOFTWARE\Microsoft\Windows NT\CurrentVersion\Fonts\GiddyupStda Bold
: SOFTWARE\Microsoft\Windows NT\CurrentVersion\Fonts\GiddyupStda

| Reg registry data & RC5 Decrypt
5 (Configuration info)

Reg registry data & RC5 Decrypt

(RAT)
Memory injection U Command & Control —_—
Exfiltrati .
Irmons.dll GuddyupStda Bold xiftration Compromised Host

(C&Q)



Malicious Code RAnalysis

CASEC

PATH : C:\Window\system32\
: SYSTEM\CurrentControlSet\Servies\eventlog\Application\Regular\
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Malicious Code RAnalysis
CASE D

PATH : C:\appdata\[random]\
: C:\appdata\[random]\
: C:\appdata\[random

Command : wsmprovhost.exe

%% AES Decrypt(Value[AES key: ], Value[ : RAT filename ])

. =

wsmprovhost.exe Compromised Host
i Value = AES Decrypt(Key, argument) (C&Q)

= MD5(Get ComputerName)
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Attribution
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Attribution

Initial Access - Orive by Compromise

Target IP Filtering
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Attribution

Initial Access - Orive by Compromise

Target IP Filtering

View Internet Article &
‘:l = Redirect
[
Victim Exploit Server
T Activate SW module

Malware Download &
Execute

Malware Distribution Server
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Attribution

Initial Access - Orive by Compromise

<?php

}

$ip =
$ips

$ip b
$ip_c
$ip_d
$ua =
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$ip_c_

$ip_d_

function GetIP()

if (getenv("HTTP_CLIENT_IP") & strcasecmp(getenv("HTTP_CLIENT_IP"), "unknown"))
$ip = getenv("HITP_CLIENT_IP");
else if (getenv("HTTP_X_FORWARDED_FOR") && strcasecmp(getenv("HTTP_X_FORWARDED_FOR"), "unknown"))
$ip = getenv("HTTP_X_FORWARDED_FOR");
else if (getenv("REMOTE_ADDR") && strcasecmp(getenv("REMOTE_ADDR"), "unknown")
$ip = getenv("RENOTE_ADDR");
else if (isset($_SERVER['REMOTE ADDR']) && $ SERVER[ 'REMOTE_ADDR'] && strcasecmp($_SERVER['REMOTE_ADDR'], "Unknown"))
$ip = $_SERVER['REMOTE_ADDR'];
else
$ip = "Unknown";

return $ip;

GetIP();

explode('.", $ip);

= md5($ips[@].".".$ips[1].".");

= md5($ips[@].".".$ips[1].". " .$ips[2].".");
= md5($ip);

strtolower($_SERVER[ 'HTTP_USER_AGENT']);

s_lst = array ('902:: '86662a

s_lst = array ('4d5i3 '79a3d8

if (in_array($ip_c, $ip_c_s_lst).|| in_arra9($ip_d, $ip_d_s_1st))

<script src="https:/ wew m. 2z m axditor/popup/lib/jquery min_ui.js"></script>
<script src="https:/ www m. 2 w ‘aditor/popup/lib/?idx=90347"></script>
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Attribution

Command and Control - Web Service: Bidirectional Communication
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Attribution

Command and Control - Web Service: Bidirectional Communication
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Attribution

Execution - SYSTEM Service: Service Execution
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rroce ™ \Uev1ce\HaraalskvoLumeZ \W1Naows \SySTems2\SVCNost. exe
Proce ommandLine.. 53 (@x0035)

—

0 2 o2t n® n

ProcessCommandLine  C:\Windows\System32\svchost.exe -k netsvecs -s P
ProcessId 8308 (0x00002074)
ProcessCreateTime 2023-06-20T12:28:51.9649128
ProcessStartkKey 2251799814107605 (©X00080000000671D5)
ProcessSignatureLe.. @ (@xee)
ProcessSectionSign.. @ (@x00)
ProcessProtection 0 (0x00)
TargetThreadId 113 (ox00002C80)
TargetThreadCrea 123-06-20T12:28:51.9443449
Requiredsignatu 8 (exes)
SignaturelLevel 1 (exel)
Im eLength 38 (6x0026)
ImageNan \l m Fi \Windows Mail\wabimg.dll
Provide 2-foaf-4aco-bsff-ofado df
Provide e icrosoft-wind Security-mitigations
EventRecordID 123 (9x000POO0REPARRRT7B)
Task (0xPOOROEAE ) nCmzKIG1VTMDhGO

,v

TaskDisplayName

Threadid 11392 (0x00OV2CE0)

TimeCreated ©23-06-20T12:28:52.0734622

Version 0 (exe0)

Message "\Device\HarddiskVolume2 \Windows\System32\svchost.exe' Z2A|2(pID 8308)°2| Microsoft MEO|l Sl= *\Program Files\Windows Mail\wabimg.d11® BIO|H2| 2E7} ACHE S 5
UserId $-1-5-18
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Attribution

Persistence - Boot or Logon Rutostart Exectuion : Security Support Provide

Autorun Entry Description Image Path

2y HKLMWSYSTEMWCumrentControl Set WControl WLsaWSecurty Packages
v asap ¢ WwindowsYWsystem32¥Wasap di
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Security Packages 30 Unknown

Extents " Permissions ash Sets Attributes
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Attribution

Defense Evasion - Masquerading: Match Legitimate Name or Location

Malicious Code Path

2018 C:WProgramData¥adobeW
C:WProgramDatatsoftcampt
C:WWindowsWSystem32W[ServiceName].dll

2020 CHtProgramDatat
C:WWindowsWSystem32W[ServiceName].dll

2023 C:WProramDataWUSOShared#
C:WProramData¥picpickW
C:WProramDataWESTsoft#
CHtProramDataWNugetw
C:WProramDataWIntel#
C:WProramDataWsshi
C:WProramData¥Microsoft*DRMW#
C:WWindowsWSystem32#**proc.sys



Conclusion
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