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Key Findings 1. Domino effect 
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Key Findings 2. Inevitable daily life
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Key Findings 3. Internet Banking in Korea
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Incidents
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2. Malware Propagation Techniques
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1. Initial Access Techiques
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1. Initial Access Techiques
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2. Malware Propagation Techniques
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Malicious Code Analysis
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Command : rundll32.exe [PATH]\ScskAppLink.dll ,ComManagedHelper ReservedFunction4

CASE A

PATH : C:\Users\Public\Libraries\\ScskAppLink.dll

Parameter required for malicious code operation
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Memory injection

Download Binary
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Malicious Code Analysis



: SOFTWARE\Microsoft\Windows NT\CurrentVersion\Fonts\GiddyupStda Bold

CASE B

PATH : C:\[random path]\ lrmons.dll (random DLL file name) 

lrmons.dll ( Pair Set : registry data )

lrmons.dll

Memory injection

: SOFTWARE\Microsoft\Windows NT\CurrentVersion\Fonts\GiddyupStda (Configuration info)

(RAT)

Reg registry data & RC5 Decrypt
(RAT)
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: SYSTEM\CurrentControlSet\Servies\eventlog\Application\Regular\[Malware Name]

CASE C

PATH : C:\Window\system32\*proc.sys 

*proc.sys ( Pair Set : registry data )

*proc.sys

Decrypt & Memory injection

(Configuration info)

(Binary in *proc.sys)

AES Decrypt
(Configuration info)
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Malicious Code Analysis



: C:\appdata\[random]\wsmprovhost.exe

CASE D

PATH

mi.dll ( Pair Set : file list )

wsmprovhost.exe

Value = AES Decrypt(Key, argument)

(encrypted RAT)

Compromised Host
(C&C)

AES Decrypt(Value[AES key: ], Value[ : RAT filename ]) 

mi.dll

: C:\appdata\[random]\mi.dll

: C:\appdata\[random]\[random file name] 

Command : wsmprovhost.exe [argument(encrypted Key & RAT File name)]

Key = MD5(Get ComputerName)

Malicious Code Analysis
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Command and Control - Web Service: Bidirectional Communication
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Attribution
Execution – SYSTEM Service: Service Execution
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Attribution
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Defense Evasion - Masquerading: Match Legitimate Name or Location

Malicious Code Path

2018 C:\ProgramData\adobe\
C:\ProgramData\softcamp\
C:\Windows\System32\[ServiceName].dll

2020 C:\ProgramData\
C:\Windows\System32\[ServiceName].dll

2023 C:\ProramData\USOShared\
C:\ProramData\picpick\
C:\ProramData\ESTsoft\
C:\ProramData\Nuget\
C:\ProramData\Intel\
C:\ProramData\ssh\
C:\ProramData\Microsoft\DRM\
C:\Windows\System32\**proc.sys

Attribution



최초 침투는 방어하기 힘들다.
하지만 최종 목적 달성은 방어가 가능하다.
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