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SAST(Static Application Security Testing) DAST(Dynamic Application Security Testing)
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o Byte Code

Open Source

SCA(Software composition analysis )
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Language Package Manager
PHP Composer
Java Maven

Ruby

RubyGems

Python

Pip

Web frontend

Bower

Node.js & JavaScript

NPM
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pom.xml {BoockStore)

|

<7xml version="1.8" encoding="UTF-8"7= .4
=project xmlns="http://maven.apache.org/POM/4.8.0"
xmlns:xsi="http://www.w3.0rg/2001,/XMLSchema-instance
xsi:schemalocation="http://maven.apache.org/POM/4.8.
<modelVersion=4.0.0</modelVersion>

=groupld>com.example.mavens/groupld>
<artifactId=BookStore=/artifactId=
<packaging=pom</packaging>
<version>1.@-SNAPSHOT=/version=>
=modules...>
<profiles>
<profile...>
= <profiles]
<idsproductionServer</id=
=<properties>
=database.url=>
jdbc:postgresql: //host/database
=/database.url>
=/properties>
<dependencies>
=dependency=
=groupld=org.postgresql=/groupld=>
<artifactId=postgresgl</artifactId=
=<version=9.4-1286-jdbcd=</version>
</dependency>
</dependencies>
=/profile>
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1€ Package Exploser 32 7 B e maven.demo/pom.aml! ) Appjava |4) AppTestjava M maven-demo/pomomi I3

Ceneane M " 0 1-<project xmlns="http://maven.apache.org/POM,
s ol 2 <modelVersion>4.0.0</modelVersion>
oW 3 <groupId>com.codebind</groupld>
» 3 JRE System Libary [1255-)5 4 <artifactId>maven-demo</artifactId>
i e vwsregn. 5 <version>@.@.1-SNAPSHOT</version>
& Hasagamal] o
g . 7° <dependencies>

“\8- <dependency> v Direct dependency
v Indirect dependency ‘9.\ <groupId>junit</groupI¢Ei>
10 Y  <artifactId>fjunit</artifactId>
11 <version>4.12</version>

12 </dependency>

13 </dependencies>

14 </project>
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Remote
Repository

XA

Central
Repository

http://repol.maven.org/maven?2/
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Open Source Vulnerabilities per Year: 2009-2020
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“electron”
v Typesquatting

(2Eh Open Source Typosquatting

https://www.activestate.com/resources/quick-reads/how-open-source-typosquatting-attacks-work/
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v Dependency confusion
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https://openchain-project.github.io/OpenChain-KWG/meeting/12th/OpenSourceVulnerability 20211220.pdf
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SBOM(Software Bill of Materials)
v BOM(KFXA B A A) O] 2F2

BILL OF MATERIALS

Frame (1)
Crankarm (1)

Pedal (2)
Handlebar (1)
Rim (2)
Wheel (2) .

Tire (2)

Seat (1)

https://www.arenasolutions.com/resources/glossary/bill-of-materials/
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SBOM(Software Bill of Materials)

v'sBoMO| 2k F o™ AR Bl e[S 7

Elements

% Daily Value*

Supplier

The name of an entity that creates, defines,

d kdentii 1s.
Name and kentifies components %
Component Designation assigned to a unit of
Name software defined by the criginal suoplier.

- =1 =
Version of ::‘;'1' ¢ X-” _CID_X|- Ol =]
the Component ., o ?:]ILLT"_' |_7| E O %
Other Uni Othe HAITIHE HAN
\dentifiers oo ’ = %Xl_jll — =
° OH Tl SE
Dependency  cpy © 77:-|I it I_Ij EO Z'l_:_A_I
Relationship upst E. O| AEHII
° |' O —o—

Author of Thee name of the entity that craatas the
SBOM Data SBOM data for this componant.
Ve
Recard of the data and fime of the SBOM data

Timestamp assambly.

https://soos.io/sbom-101-what-is-an-sbom-why-are-they-important
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Administration Priorities

MAY 12, 20

Executive Order on Improving the
Nation’s Cybersecurity

SlY » BRIEFING ROCM » PRESIDENTIAL ACTIONS

By the authority vested in me as President by the Constitution and the laws of

the United States of America, it is hereby ardered as follows:

Section 1._Policy, The United States faces persistent and increasingly
sophisticated malicious cyber campaigns that threaten the public sector, the
private sector, and ultimately the American people’s security and privacy. The
Federal Government must improve its efforts to identify, deter, protect
against, detect, and respond to these actions and actors, The Federal
Government must also carefully examine what occurred during any major
cyber incident and apply lessons learned. But eybersecurity requires more
than government action. Protecting our Nation from malicious cyber actors
requires the Federal Government to partner with the private sector. The
private sector must adapt to the continuously changing threat environment,

ensure its products are built and operate securely, and partner with the

OZCHEY AEHY - ALY R A 47| Y, SBOMH =2 72t
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v’ Lifecycle2 SDLCEMA O M 27t “CvEF 2FE” 8L “Elo| A9 BEAtE = BAISHA, SME = U= =HHS

1 1
1 1
FPROXY 1 DEVEL. SOURCE BUILD S5TAGE RELEASE OPERA. 1
1 1
S S - J
Summary Policy Violations Security Issues License Analysis m
This report provides security and license assessments for identified components found within an application.
O}oJH A
SCOPE OF ANALYSIS E |_I-T |_I- O I l
164 (15 ] o 110 #® LICENSE ANALYSIS
COMPONENTS IDENTIFIED POLICY ALERTS GRANDFATHERED SECURITY ALE Erol *1 A °I H P 0 I A
VIOLATIONS —_— Tl = T
What type of licenses and how many of each?
& SECURITY ISSUES Critical (8-10) 10% Dependency Depth
— The summary of license analysis ! .
How bad are the vulnerabilities and how many are there?
demonstrates the number of licenses
Critical (7-10) T;f;lt 0 10 20 30 40 50 60 det d i h t : .
el ' ' ' ' | o etected in each category.
s The summary of security issues demonstrates the The dependency depth compares quanmy
I | of vulnerabilities based on severity and the threat | b d the di ibuti ithi .
;I poses to your application. Y clategory 32 t ed istribution within your
ighli i application's dependencies.
z T.he éspelndenlcy‘depth h\ghllghts quantity and .sev Moderate (1-3) PP P 4 )
distribution within the application's dependencies. 60/0
4
Moderate (1-3) 3 5+ @
1
No Threat (0)

v" Policy Violations O+ : CVE F & , Component &Ell 3! =S HEfEE(BHO| Y @efe(HLE AFE Q7= &3
v' Security Ol /7 : CVE F2fH

v’ Legal Ol 77 : 2fO| A F(RIEEALR &2
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v' Lifecycle Stages'Z (ProxyX| 2|, Develop ~ Operate THA|) HMX &

- NAME PROXY DEVEL... SOURCE BUILD STAGE RELEASE OPERA...

Local to Root Organization

@® 10 Security-Namespace Conflict

Fail
@® 10 Security-Malicious @ @ @ @ @ @ @ >

@® 10  Security-Critical — . . - -
v’ Stages & MO F Z’d(No action, Warn, Fail)

® 10 License-Banned - (0ll) Security-Malicious 2 EFEHE|= 2F0[E2{2|2| &2, CI/ICDEA|Of| A

@® 9  Security-High — Fail X 2|
@0 License-None — — — — _ _ _ >
@0 Integrity-Rating @ — — — _ _ _ N
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2 LIEFY! X| & S81E - Nexus Repository Pro

v Repositories(Nexus Pro) — 7| gL & M& A

Repositories

Configuration  Policies

Configuration

REPOSITORY “
01-test
02-test
03-test
O4-test

05-test

opentext-

Namespace Confusion Protection  Access

REPOSITORY MANAGER

FD6DASAC-2E8F1C24-21A6GDES2-6E0B4436-77...

FD6DASAC-2E8F1C24-21A6DES2-6E0B4436-77...

FD6DASAC-2E8F1C24-21A6DES2-6E0B4436-77...

FD6DASAC-2E8F1C24-21A6DES2-6E0B4436-77 ...

FD6DASAC-2E8F1C24-21A6DES2-6E0B4436-77...

(Repository Firewall &S Al

15-test Repository Results

o 1 20 VIOLATIONS
Affecting 1 component

THREAT POLICY

5 COMPONENTS

7| YLl M A FoH HY

|:|:|)

0 QUARANTINED

100% of all components identified  components

QUARANTINED

COMPONENT

Y policy name Y component name

@10 Security-Critical com.thoughtworks.xstream : xstream : 1.4.5

@10 Security-Critical com.thoughtworks.xstream : xstream : 1.4.5

@10 Security-Critical com.thoughtworks.xstream : xstream : 1.4.5

@ Enabled

o T ™y
(® Enabled )
hs s
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A LIEIY XS =54 E - Repository Firewall

Sonatype Repository Firewall vs H| W
A 2t0|Ed el
Ec.lwls
HEST wate . SMTE QP AT :
« OIHY & 432 2 off2d S
IPS 2o S5 Em xHT '
_ . 80,443EEZ S0g|= 2 52
a4 a=s IHE Xt '
o QB U OAAYS QEAA o = o
Repository Firewall 210|D2i2| e2C 247 ol& 2 &l
Oy X135 HAHQl o= aje| [H22E TR AT S0| XS gCh. 1)

https://www.test.com/repository/demo-mvn-proxy/com/thoughtworks/qdox/qdox/2.0-M8/qdox-2.0-M8.jar
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ALIEFY X|= =513 - Repository Firewall

QIF 0N C2EESH:= #d/eld A2 20| BEE| S H2|(FYSX)

f [ nexus firewall

QUARANTINE AREA

FOUND
CRITICALLY
MALICIOUS
KNOWN CRITICALLY Stays in
MALICIOUS s
Enters & stays in
PENDING quarantine eQ e FOUND SAFE TO USE

Q [ ]

SUsPICIOUS

— 0 —0 8 . J—

Automatically released

New Sonatype uses Al behavioral Enters quarantine research team back into your pipeline
component analysis and automated reviews component based on your policies
arrives policy enforcement to \

opentext-

evaluate the component

o

KNOWN SAFE
Enters pipeline

2217l 3R

>

: Dependency confusion attack, Malware &

: Pending/Suspicious integrity rating

OpenText ©2023 All rights reserved
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A LIEIY XS =54 E - Repository Firewall

v’ proxyEF 40| XMFA(QEIE Ut AAEN0 B YA S (Aol etoj2eie] F “HE|/H &)

v’ Repository Firewall & *H
& MNAME ‘PRUK"I" DEVEL... SOURCE BUILD STAGE RELEASE OPERA...

Local to Root Organization

@ 10 Security-Mamespace Conflict

@ 10  Security-Malicious

L

@ 10 Security-Critical — - — _ _ _ 3
@® 10 License-Banned — — — — — _ _ 3
@ Security-High — _ — — — _ _ 3
L ] License-NMone — — — — — _ — 3
@9 Integrity-Rating @ — — — _ _ _ N
@: License-Copyleft — — — —_ — — — 3

7 Security-Medium — — — — — — — Y

opentextm OpenText ©2023 All rights reserved 24
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v 20| ME A Yot 2 il E2 X0 s 20|28 2|, A2[(RtEhEl 2ro[E82)§ 2 S SMSH M=

com.thoughtworks.xstream : xstream : 1.4.5

1_{ Maven

Overview Policy Violations Security Legal Labels

Policy Violations

THREAT POLICY/ACTION CONSTRAINT NAME CONDITION

® 10 custom - security critical custom - security critical Found security vulnerability CVE-2013-7285 with severity == 9 (severity = 9.8)
© Proxy Failing

@ 10 custom - security critical custom - security critical Found security vulnerability CVE-2021-21342 with severity == 9 (severity = 9.1)
O Proxy Failing

@ 10 custom - security critical custom - security critical Found security vulnerability CVE-2021-21344 with severity == 9 (severity = 9.8)
O Proxy Failing
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