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& +10 years in Physical Security, Video Surveillance
'. -, f:!

' e (Moscow Sheremetyevo International Airport Terminal 3, Italy & Switzerland Railway, Dubai Internet City etc.)
i +6 years in Cybersecurity, Digital Identity, Biometrics, FIDO
&\l,h (The most FIDO2 Biometrics authenticator certified, MS FIDO2 Official Vendor, Samsung Insurance, Prudential etc.)

+5 biometric patent & +7 research paper on IRIS, Fingerprint & FIDO, Blockchain, PKI
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2021 Trends
Authentication & ldentity Access
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2021 Trends
i i i The White House
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Multi-Factor
Au nenticaiton

FE2EZ=X: https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/



https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/

What’s the latest in consumer habits,
trends and adoption of authentication
technologies across the globe?

To find out, the FIDO Alliance conducted a survey of
10,000 consumers in the U.S., U.K,, France, Germany, Australia,
Singapore, Japan, South Korea, India and China.

AtZEZEKX: FIDO Alliance - Open Authentication Standards More Secure than Passwords

ALLIANCE | authentication

Online Authentication
Barometer
October 2021


https://fidoalliance.org/
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Here are five things we learned from this research:
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Passwords are, unsurprisingly, still the most common method

of logging in across different accounts and devices.
Here's how many consumers have used a password in the past 60 days to access

different accounts.

45% 38% 27%

Work Computer Social Media Muli-Media Accounts such Smart Home Devices
or Account as Netflix or Spotify

us

UK
France
Germany
Australia

Singapore
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Yet, 32% of consumers
- believe biometrics are the
= most secure way to log into

France 34% their online accounts, apps

2% o and devices (compared to
ustralia ’ %

—— 22; passwords, 19%)

Japan 19%
South Korea o 20%

31%

42%




This could be a factor in why biometrics are the second most
commonly used method for login.

Here's how many consumers have used biometrics in the past 60 days to access different accounts.

Social Media Smart Home Devices

France
Germany

Australia

Singapore

South Korea
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What's FIDO Authentication?

Smart Security Fingerprint  Face
Phone Key
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How Strong Authentication works?
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W3C(World Wide Web)+FIDO

fido

ALLIANCE

W3C(WebAuthn)+FIDO(CTAP?2)

WebAuthn + CTAP Flow

App calls for
FIDO Authn
through browser* e
—e
| | @ PPIICATION — F1DO AUTHENTICATION

W3C Standard

Web Authentication OPTION 2:
JS API* External Authenticator
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* FIDO2 Project

EEE

----- METADATA

Source: fido alliance
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https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/
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