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58% 46% 54 65%
@ g oo &

of APAC organizations are using agree that it is more complex to Approximate weighted average consider securing the
2+ laasS providers manage privacy and data of Saa$ applications used by combination of on-premises and
protection regulations in a cloud APAC organizations cloud either ‘challenging’ or

environment than on-premises ‘very challenging’
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of APAC organizations involve security teams in cloud security decisions

367

of APAC organizations’ cloud security is run independently by security feams

427, )

of APAC organizations' cloud security is run collaboratively by security and cloud delivery teams
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ONLY

14,
% @

use MFA to secure more than
half of their cloud services

ONLY

| 1=

use MFA to secure more than half
of their on-premises applications
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Tokenisation



Cloud Security Posture
Management (CSPM), Cloud
Workload Protection Platform
(CWPP), Cloud Infrastructure

Enfitlement Management (CIEM)

Encryption

Data Loss Prevention (DLP)

Multi-Factor Authentication
(MFA)



83. D 25 NI

have more than 50% of workloads in public clouds

are encrypting less than half of sensitive datain
the cloud

D )~ D

of respondents stated more than 50% of data in the rely on cloud providers to control all or most encryption
cloud is sensitive keys when data is encrypted in the cloud




have experienced a breach
in their cloud environments

50l G|0|E] S

3/

have had either a breach or an
audit issue on their cloud
environments in the past

12 months
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Microsoft Office365
Salesforce.com
Salesforce Sandbox

Microsoft Azure "
Microsoft Azure Stack =
Microsoft China and Germany National Clouds =
Amazon Web Services

IBM Cloud

Google Cloud CMEK* (Q3'20)

CCKM Appliance (v2.x) Integrations

Amazon Web Services: Amazon Gov Cloud and Amazon China Cloud
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I CCKM - CipherTrust Cloud Key Manager
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ICTE ACL1: DB I} U453} 5|8 ol="38 =213 0| EE|AE" {9

 Oj/ECE 2t 5 A= i EEIA 0 (MEIE +~ = HiolHE]) Hel :
* Process Set: SQL-Processes= File/Folder: c:\Program Files\MSSQLSERVER\MSSQL\BIn\; <signature>
* « ACL1: Process= SQL-Processes; Action=All_Ops; Effect=Apply Key, Permit;

CTE Access Control List #1

9
o}
ke
3

021 THALES. Allrights reserved.

Process Set:

-
o
%E + Create + Directory
T( ~ Process = . * Read + FileType
8 C:\Program Files\ ; :
2 + Write + FileName
g9 MSSQLSERVER\M S R ;
;i @ SQL\Bin .enome + Drive
; S « Link . « Device/Disk
95
Es + Process Set + Remove

°

: - » Change

| <Signature> | -

Executables All_Ops Apply Keyf Any Time § - Any File/Dir

y not be repro
hird party without

s
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I CTE ACL 2: H|otEl M A
E3 ALEXto] CHS M SHEl A M| A Ao HO| .

User Set.  Privileged-Admin-Users= Administrators, Domain Admins
ACL 2: User= Privileged-Admin-Users; Action=read; Effect=Audit, Permit;

CTE Access Control List #2

User Set: 0 Gresie

© 2021 THALES. Allrights reserved
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« Directory

* Read * FileType

+ Write -+ FileName

* Rename « Drive

* Link - Device/Disk
* Remove

MSSQL

Server
» Change
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I CTE ACL 3: DB Tt 2tS3l0j|M CHE B E Ho|{2| A&

Define Default Deny Rule:
« ACL 3: Default Deny Rule= Effect= Audit, Deny;

o]
a
£
6
kY
o}

CTE Access Control List #3

What
Effect
User Set: oao « Create - Directory
. Read e Fi
NULL=DB I} § 20| -'&‘ . Wer(i]fe @ . ::ZTNYS;
& 8E|X| 2 Ltoix] User/ .
kl‘-g-xl' Group « Rename * Drive
e Link + Device/Disk

User Set e —_—— Time

» Change
All Users All_Ops Any Time Any File/Dir

X X X X

X

dto athird party witho!
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