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Of the 5% using Cloud training / local prediction . o
"Al" they fit into Medium features (~100,000) Supervised local training

the 15 gen or just I Medium samples (~100 Active learning
starting 2" gen Mostly human labeled Feature suggestions
Largely uninterpretable Human feedback labels
\ \iy robustness Difficult robustness

Cloud only training / prediction Cloud ephanced models Unsupervised local training

Large features (~3N Semi-supervised feature discovery
mall samples (<1M Large samples (~1B and data collection

Hand picked and human labeled Hand picked and human labeled Hand feedback optional

Easily interpretable Some interpretability with visualization Some interpretable insights
Trivial robustness Moderate robustness Extremely difficult robustness
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File size

PE size

Image section headers
Image imports
Functions called
Kemel hooks

Image Paths

Image Resource Directory
Bitmaps

lcons

Strings

RCData

Icon Groups

Version Info

[9910192839]
[2201920391]
[8819102999]
15778492200]
[0001928311]

[(7564778203]

ro

%7
ot
Ink|

0|3 pk oIr

a+bX (fiﬁhsafe\

e _ e N\
1+ e¥tdX P ‘ e

U= ZQIE
510t 00| M Ef
“EEEE S

BlackBerry | — v L ANNC E IsAGO

NETWORKS




1073?
: 30>




1M B E| X[EF?
FALSE POSITIVE (2Eh)” 27
DE HAE Y HOIERNHE L
o] Z-=0j off &= M| Alol OF gL|LC}.

‘LANCE isAGO

NETWORKS



o B A30{ 0fs) ER (0|2 1)

Scorig =15 Scoring = 100

*#2BlackBerry | C vV _ AN T E I:AGQ



H|Z O|§: USIM A

4%: USIM AOtE

B3: 1.5.1.1

3|Al 0| B e
MNEN: ettt
I 37|: 14.8 MB

MEE: True ?_l %A‘I _'01_§_7| Z_I_' E!'E

MY JEl:

22X} Thawte Code Signing CA - G2

P —

FH: et

EIYARI: 2015-12-28 2% 7:55:00

o ————————————————————

Scoring =50

X 0|8: H ol sw
Moy «O| = XA-I El-*ln
B:

B|AF OIE:

K=

el 37|: 46.8 KB

MYE: True
MY Melf: Ct2El

Ui VeriSin Class 3 Code Signing 2010 CA

EfQJARYI: 2016-01-17 2F 8:32:00
X2

Scoring = 100

*#zBlackBerry | C vV _ ANNCE lDAGO




SRS A= 0 Sofc} gjopstr}
SXE7. YRR Trigger
" «aliciol - Confidence

*zBlackBerry | C Y L NN C = lDAGO



e Prevention First

‘ * [Investigation

* Final Decision

*#BlackBerry | C v L NN CE lDAGO



*#zBlackBerry | v L N\ 1N

~&  JPAGO
NETWORKS



To Enterprise

e N  2fst
1= 0| & M EH
E AKX o 7|2t
“3 7H_‘én

*#zBlackBerry | C v L NNC E IDAGQ



oo
SAGO |

NETWORKS

3507l 174 A}
=2 J|=3 &2
sra,t A|EHOJ| A QIFHE= OfL|X|E MH|A

HZE | MH|A 222 olxds)

9

*3zBlackBerry. | Y L AN

[2Aco



o A3 Bl
FALSE POSITIVE &
HERET TR

-1 O M L—

20173 20193
EE——)

10 | oiza | 350

ry.|CYLANCE |DAGO
NETWORKS



#nO}OE
- ™1

ofe LHL0| sfAEICIH . 2~
FALSE POSITIVES
A= d™de 27l Y=nt?

AM2f EE

[

== 0|A X Of| 2| X 2| & 5

ZHa| oA X Helpdesk =
APP 7184 O HetE 0

*zBlackBerry | C Y L NN C = |DAG0



SEIRX710..

2l0| 5

] 2 2L L.

F

<

o]
KRl

.I

& A

=
=

CE IDAGO
NETWORKS

*#zBlackBerry | ' L N\ N



AR

Prevent Fast
0-Day Attacks Performance Protection

CPU
" 1~3%

22
Predict Easy & Rapid © = 30~70MB
to Prevent Signature Update Deployment
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== Microsoft & MacOS

Windows XP SP3 0SX 10.9 (Mavericks)
Windows Vista 0S X 10.10 (Yosemite)
Windows 7 (Embeded ZEg}) OS X 10.11 (El Capitan)
Windows 8 / 8.1 0S X 10.12 (Sierra)
Windows 10 0S X 10.13 (High Sierra)
Windows Server 2003 SP2 0S X 10.14 (Mojave)
Windows Server 2008 0OS X 10.15 (Catalina)
Windows Server 2008 R2
Windows Server 2012
Windows Server 2012 R2
Windows 2016 Standard,
Datacenter,
Essential
Windows 2019
( *Windows XP, 2003 =4l X| &)

Q redhat

RedHat Enterprise 6.6 ~ 7.6
Cent0S 6.6~ 7.6

Ubuntu 14.04 ~ 18.04

SUSE 12, SP1, SP2, SP3

amazon
webservices"

Linux A4
Amazon Linux AMI 2017.9
Amazon Linux AMI 2018.3
Amazon Linux 2 2017.12
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