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We’ll help you tackle today’s toughest IT challenges
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How to prepare and protect your organization against
ransomware attacks.

Protect your organization

Mr. Care has seven steps for protecting your organization from Petya, WannaCry and

similar attacks.

Deploy the latest Microsoft patches, including MS17-010 which patches the

1
SMB vulnerability.
2 Consider disabling SMBV1 to prevent spreading of malware.
3 Educate end-users to remain vigilant when opening attachments or clicking
on links from senders they do not know.
Ensure you have the latest updates installed for your anti-virus software,
a
vendors are releasing updates to cover this exploit as samples are being
analyzed
Ensure you have backup copies of your files stored on local disks. Generally,
5
user files on local drives are replicated from a network share_
6 Prevent users from writing data outside of designated areas on the local hard

disk to prevent data loss if attack occurs

Operate a least privileged access model with employees. Restrict who has

local administration access.

EA : https,/www.gartner.com/smarterwithgartner/protect-against-the-petya-ransomware-attack/
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TLS encryption Logstore™

Mutual authentication Encrypted, compressed,

X.509 certificates time-stamped, binary files
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