
개인정보보호강화를위한
Endpoint Hardening 전략

안랩 솔루션컨설팅팀 백민경 부장 / CISSP

7/6(화) 오후 1시 20~1시 40분
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최근유행하는악성코드는? 
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2021년상반기악성코드통계 1위는 InfoStealer
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InfoStealer가노리는것
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+
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InfoStealer가노리는것
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브라우저에서추출만하면되는
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InfoStealer 정보수집대상
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Web Browser
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InfoStealer 정보수집대상
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Email  등
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InfoStealer 정보수집대상
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기타 Tool들
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의료기관기업 금융 국가기관 제조기간산업

타깃랜섬웨어 (Targeted Ransomware)
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Attack
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타깃랜섬웨어가위협의핵!
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랜섬웨어감염시키기전에
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AD 탈취

공유폴더접속RDP 접속
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2중협박 (Double Extorsion)
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내부기밀정보탈취 랜섬웨어감염

탈취정보공개
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너무나많은취약점들..
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출처 : https://www.cvedetails.com
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반복되는침해사고사례
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공격자들의목적
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공격목적
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침해사고공격사례
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1. 사전준비 6. 내부이동 7. 최종공격수행 8. 흔적지우기3. 익스플로잇 4. 백도어설치 5. C&C 접속2. 배포
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Endpoint Hardening
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