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Mobile Verification Toolkit

Mabile Verification Toolkit (MVT) is a collection of utilities to simplify and automate the process of gathering forensic
traces helpful to identify a potential compromise of Android and i05 devices,

It has been developed and released by the Amnesty International Security Lab in July 2021 in the context of the

Pegasus project along with a technical forensic methodology and forensic evidences.

Warning: this tool has been released as a forensic tool for a technical audience. Using it requires some technical skills
such as understanding basics of forensic analysis and using command line tools.
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ZERODIUM Payouts for Mobiles’ CHE

Up to Android FCP
2,500,000 Zero Click
FCP: Full Chain with Persistence . 05 o
RCE: Remote Code Execution N Android 1002 h
LPE: Local Privilege Escalation  Any OS5 ) )
Up to SBX: Sandbox Escape or Bypass i0S FCP
52,000,000 Zero Click
2001 ooz
WhatsApp iMassage
Up to - =
RCE+LPE RCE+LPE
1,500,000 Faro Click Zero Click
10S Aok
2,003 ] ENLT
Up to WhatsApp SMS/MMS
$1,000,000 RCE+LPE RCE+LPE
S FAndrokd 10S fAndrokd
2001 2008 2007 | 2008 h | EN ] EN b | ERE -
Up to Persistence iMessage FB Messanger Telegram Email App Chrome Safari
$500,000 - RCE+LPE RCE+LPE RCE+LPE RCE+LPE RCE+LPE RCE+LPE RCE+LPE
105 /Android K25 JAIrokd 105 /Andrald 105 fAndrold 108
5.001 20m ™ 2oz | ™ 4004 b | 4006 ~
Up to Baseband Madia Files Documents SBX Chrome RCE Safari RCE
$200,000 RCE+LPE Kernal fRoot RCE+LPE RCE+LPE for Chrome wfo SBX for Safari w/o SBX
105 fAndrold 105 fAndrold 105 /Androld K05 fAndrokd Andrald 105
7o B0 N aooz |
Up to Code Signing RCE Information [klAsSLR Passc Touch ID
$100,000 Bypass via Mithi Disclosure Bypass Bypass Bypass

105 Androld

105 fAandrald

KOS A ndrolkd

105 fAandrald

* All payouts are subject to change or cancellation withowt notice. Al trademarks are the property of their respactive owners.
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